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Abstract of JP20021 32731 

PROBLEM TO BE SOLVED: To make a user 
authentication system high in security level. 
SOLUTION: In order to authenticate a user, 
biological data (a) are acquired from the user 
and by enciphering (b) these data, collation 
data on one side are generated. On the other 
hand, parallel with the acquisition of the 
biological data (a), previously enciphered data 
(c) are read out of a data recording medium, 
that the user has, and by deciphering (d) these 
data, collation data on the other side are 
generated. It is collated (e) whether these 
collation data are equal or not. Thus when 
both the data are equal to each other, the user 
is authenticated as a authorized user. 
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nutiae) <D&mfrt>7 ! -fi ^ ir f-«t <9 33£ft 

to^5„ ft3o, W = — v/-yfi, — fil^tS 1 0 0 m 

~o©JiiR©^T*l 2fi£JLk©W=-=.— 
-Srtixtf. H-AR-*©J»R*»rj£1-3 

1 2<i£A±«D^-r= 3 .->'^(7?!|$®lcS-3<7 f - : ? 
■Cfcixtf, ?llffi#OBIEK33V^-C+»ftB«*Sr#5 £ 

tas-etsriicfts. 

[0 0 6 9] ?m.t^W&jf-9 f «r&J*ta*#«k: 
[0 0 7 0] S-f, fg&7^y-^3 4T?3^ltf)£3E 

(x, y) , (d) , ?#lt££6>Hffi 

(Rl, R2, R3, R4) li4oTfif&<D#®:x-* 

(x 1 , y 1 , d 1 , RlS R2 1 , R3 1 , R4 1 ) (i=l, 

2,-,100-fey hi 4 19, Ji^-^ f r±iixb*a* 
^■fc^r 16591-54 f(c J; o c t ast?t 5. 

[0071] r©t?f©jg;tt, '>4< hhn-K<r>n 

[0 0 7 2] f trfeftUfc*, IC* - 

K!4, l«©#«fMI«:4rt+6 Urj/ysi 0 
5) . -tt£t>h, ^ i w^#«i-cfc5^§8@ 

Pt, * 2 ©*»INi-Ci!>5WeBS ^4**3X5. ft 

33, ftummtoSztiLumk u-ci4, ^^^^^-f^Jt 

-g-Cfe5RSA^^ffl^-6o RSA^^C(4, &<bft3ttf>ft# 
*T««*a;-C*> 5 » AtftSSccoHic^cDfflSS^SrfiJ 

[0 0 7 3] ft3b\ r©HJS^B(-33i>-C(4#^«»C 
RSA*S;^fflLTV^^, RSA*S;i4, ^(^4 5^-^ 
ftia^-*(S]i:ftoT33'J, Bf-^-fc, S^{bW*-|o)/ei^ 

v\ ccofcfe, rsa^S;t*(4, ^BB<rcBff-?-fbU, 
[0 0 7 4] of |c, *ijffl#!4, i B<D/^ P- KWSr 
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II, :o/^!7- KWfty-=ey 2 (^7*; 
1 0 7) 0 

[0 0 7 51 Yr^Xt 2 6ICfB&Lfc»t#y7 h 

it, 7- Kwftffi^-* t Lxkmmwc££j& 
•rztm&ffo (777^109) 0 ft*, ::r-i 

[0 0 7 6] £e>K, Bt^y7hfi, rcD*ii»c(cj: 
oTfiHftBS (^ry^S 1 0 5K*v>T£j£8) ftRf 

fig L fc*«&Wc{;: <£ o T Pt*ft Lfc"T — $ Wc [S] *s^* 
(^x^S lll)o ft*, ntffli/^^ 

[0 0 7 7] *a«WcO^K*a:t LTf±, ft« 

KWoy^ltf?^ ^fc5DES;fr*ft/B^S 0 :/d 
y***itt,-¥#ft:/n**{tU ^^rtlCRS 

*fttttt£*-e«t*;tS#ife) , tt*ol»f 

ftAft&x.£2f8r) ft^^frfs^, ::m rft 

[0 0 7 8]ofC, Bt*y7htt, £BB@P Ufy 
1 0 5 «Ci3V^Tferii») ftfflV>T, f ft 

**fcU &H*fcJ:oTtf^Lfc^-*P[f]ft£ 

fcAIMPfcJ:or*Mb«lu P[P[f]]ftt*i- 

5 O^y^Sl 1 5) o 

[0 0 7 9] Z<D£?\C^ Stt^-#fft^H«Pftffl 

v zgicsf ^bi" ^:iiaotf-^P[P[f]]^ 
SrtSttSo ft*, rof-^PtPM]^ x-^E 

[0 0 8 0] IC*-K7^*3 Ite, *fA£ftfcIC*- 

-*P[P[f]] Ufy^S 1 1 5t*3V^T4*») fc 
att, £>§B@P (Xxs^S 1 0 5K*5vvc4j**) 

^^s 1 1 i\z»^x±ook) ftww-6 0 

[0 0 8 1] K±©«ii:j:oT, ic#- HttftrtSft 
S e r<£>ic*-m, i/^f^flfiaotSMi: 

*fLTKfc£;h,5o «;tfi, r<7)3&Wft^<PATMl;:* 
ftS***^** — KftfflV^^Ollt)av>lCfflV^ 
«^tt, «¥#IC*- K3 2 ft±ieo<t 5 KlLTtfsj* 

[0 0 8 2] ?Uffl*tt, «TI-KWi-5J:5^ ^--if 
mn^ic r ©IC* - K 3 2 ft fl! i > 5 & i ft S 0 

[0 0 8 3] [««#*>RBE*IH] ^TlC, H 7 XVH 
4ftffl^T, ±E©<t5f^*LfcIC*-K3 2ftfflV> 
fcSSE0#iK^o^TlftM1-5 0 ft*, BB7tt, spjffl* 

[0084] a- ifaiEftsitip i-rs#Jffi# 



ft, *7^T^hPC5CD£&7 f -*l)-^3 4i^gft 

©BKte^ftBBte-fS (*xy:/S2 0i) 0 $?>ic, 
^7^T^hPC5cDjglKr r -^!;-^3 4lt, *ti&<D 
^fifcftttfflLT, JBR^-^f ' ftfej*-T5 
S2 0 3) o ::m maHLfclW-KffrtWWcisH- 

(le^ry^s 1 0 3ic*tt 

[0 0 8 5] Z<D-jjX\ mm*Yts BAVLTf&tJJ 
T > Y P C 5 <DIC* - K y 3 0 IZ g E£>IC*- K 3 
2ft#Ai-^o wfttCJ:?), IC*- K^-^3 OH, IC 

^-K3 2^E^^ti^§ifiiT f -^pft^mi- (* 

r^S2 0 5) o Sfcfc, HB^y^Mi, ^o^SSi 
x-*Pftffll^T, x*ry?S 2 0 ST^jfiLfciflfcr 
ft»#fls«lU f'-^PCf ']*:£**- 5 
(*xy:/S2 0 7) 0 ft*, r^-r-^PLf ft 

9*—^) -e&D, y*ry 2 2ici5^$tv5o ft*, ic* 

-Ky-^3 0te, n#KIC*-K3 2tm7LZ>**? 
y&frhn^frl-T—fZffifyWL*), IC*-K3 2co 
SMft*iJBH-So 

[0 0 8 6] o^ic, fijffl#fl, ^~^-K/"e^^2 
8^Lt^7-YTyhPC5 IC/^17- KWftA^i* 
5 0 ^tLHct«9, ^7^ryhPC5lt /^!7— KW 
*ftBt»"TS Uf5/7 P S 2 0 9) 0 ft*, 

■eA*i"5^r7-K«:, a^«c«l3fi(DIC*-K^«F 
iCfcl^T (i5^fy^S10 7) A^Lfc/<^!7- 

fy7 p Sl 09lC*{t§*QfS (B5#RB) tH«{CDES*" 

[0 0 8 7] ^fc, ^ 9>fT>-b PC 5<DIC*-KU- 
^3 011, IC*-K3 2*ClB»SHfcr r -^Wc[S]*tt 
frffli" (^7^2 11), ^e>(C, f^V7 htt, 
wtD*iifi|Wcftffl^T, IC*— K 3 2 frb%Hfy\& Ufcr 
-^Wc[S]*rflHHfct, 5c©SMS«SOttlifct>^-r 
*ry?S2 1 3) o 

[0 0 8 8] otic, ty^Tls HPC50IC*- 
-^3 OH, IC*-K3 2{C|B®$tL^-r-^P[P 
[f]]ft»*tti1- Ur>^S2 15) o ft*, -r-^P 
[P[f]]fi, ^BBftPlcioTjgtt-r-^ f ft2SiC« 

[0 0 8 9] I^V7hlt -Offi^bbfc® 

*@Sftffl^r, IC*— K3 2^>^iE^WLfcT r -^P 
[ P [f]]fc»Ht«I L, -SlCPf »{k LfcT"-^ P [f] 
(K^WiCmt (X"ryZfS2 17), -^-fiBf-^fbL 

[0090] m&y? htt, y^ey 2 2icis®$tLfcM 

2<DB£-^ft£ffcx-*P[f '] UT2/7 P S 2 0 7(Cjo 
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-*«rtf#ft*MLfcfc©) fc&3 WHfcf^Ptf] 
(IC*-K9-^3 0lCioTIC*-K3 2frt>ffi&.m 
Lfcr r -*MP[f]]£*xy7 P S 2 1 7(3^ttf 

5 (^x>>yS2 1 9) „ 

[0 0 9 1] JfctfcjS£<Dfe*, Sx-^^i^-tfii^ 

mwmistcw&\x 3ES4«iffl#i:UTBiE*ix. * 

(*xy;/S2 2 1) o Ztilzi*), 
[0 0 9 2] £*Lte*frU i^7"^^|-"C^l/^I^ 

mm&tmtstite^ (^^^223) „ i-ft*^, 

^ttr^-fe^sRtT^nitfitftSo ft*, :<oj:5 4i 

[0 0 9 3] [-t<Dffi©36«»18]4ib\ z<o*mim\z- 
■C& S gtBBfi P \z. X o T -fiBf #{fc&3i1- 5 r. 1 1 L fc 

[0094] ft*, ^(ommmm\c^x^ ic*-k 

3 2 ^&R^tU Lfc* 1 ©lHWfcfe*^-* sr**rw« 

[0095] ^j^tf, r<D^ifc^jiic*^-c, ic*-k 

3 2 left, f& 1 ORf^{fc£#r--* £ LT&BBPte J: 
9-l[ffir^>fbU^7 f -^P[P[f]]dS|a®£$ttT*3D, r 

©HHMfctfrf'-^PCPEf]] t vtmm&ztiz t 5 turn 
[oo9 6] ±.&<n±o\zm2%>£xfms<om^ 



[0 0 9 7] ft*, ^<0H«g»B^*5V^Ttt, ^frltS 

[0 0 9 8] ft*, r©st*»«ic*5v^rtt, 
0±J&*i£<!: LTRSA*5£«:ffl^rt:a5, DSA*5*;ft if 

[0099] ft*\ :(D»ii:^^T}l |gico# 

[0100] **, ztomffimmzft^xt*, 

[0101] ft*, ^o36ffi»«l£*^-Ctt, *asiw 

[0 10 2] ft*\ r<^^lfe^«(C*5^-CH, -r-^IS 
«lt#KIC*-K3 2*r«V^fc*, USB* 
-ftJfSr/flV^fc&V^ 

[0 10 3] ft*, wOSI16«lB{C*5V^tt, 

* 9>r r y h p c 5 <ot^ a y x w -4*»Sr»Bfei-*fc 

ytfa-^S[©AiMfa, Bfr^ATMfcfctfsnjffi^Bi 

[0 10 4] ft*\ roSa6«Jtt^*5V^Tttf—^l*S 

-&TfeoTt>J:v\ ^7^fryhPC5W 
*^hl7-^3Jj:S8RSJiTv^5J:5 4»^"e* 
5o ^ ty^TW PC 5(0^c*ttSKIEiwO 

[01] r©3SWO«!lia-c*>5 0 

[0 2] ^<o*W<o*16»B(0«BB-C&S. 

[0 3] CO*W*l81S't-5fc«)(Di/^^AB*Sr^i- 

[04] ^7-fTVhPC(?5fl|«Sr^-rBT?*>5. 
m 5 ] IC*- K4rtB«o«*Sr*i-B-e*>5. 

[06] ?-*&mt&fc^-? zmm-tztixcD^m 
[07] fijffl#oBH#)e^'f 70- h-efc 
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(51) Int. CI. 7 WSUE# FI 

H 0 4 L 9/00 6 7 3 E 

(72)|gW# fill? ±" F*-i»(#:%) 5B085 AE09 AE25 AE29 

*KJff*Rm**Krt;Mr2TI 4 5J104 AA07 AA14 AA16 EA06 EA18 
tt^ttBiti/^^^T^Kf--"^^^ KA01 KA05 KA16 KA17 NA02 

NA05 NA35 NA37 NA38 
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